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FIRST CHANGE
5.8.2.13.0
General

5G-VN group communication may be achieved in two models. The first model is 5G-specific and documented in the rest of 5.8.2.13.0 through 5.8.13.3. The second model is documented in 5.8.2.13.4.
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G VN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via N19 and other packet flows are forwarded to N6.

The UPF local switching, N6-based forwarding and N19-based forwarding methods require that a common SMF is controlling the PSA UPFs for the 5G VN group.

Editor's note:
The above text may be updated based on eSBA outcome.

5G VN group communication includes one to one communication and one to many communication. One to one communication supports forwarding of unicast traffic between two UEs within a 5G VN, or between a UE and a device on the DN. One to many communication supports forwarding of multicast traffic and broadcast traffic from one UE (or device on the DN) to many/all UEs within a 5G VN and devices on the DN.

Traffic forwarding within the 5G VN group is realized by using a UPF internal interface ("5G VN internal") and a two-step detection and forwarding process. In the first step, the packets received from any 5G VN group member (via it's PDU Session, via N6 or via N19) are forwarded to the UPF internal interface (i.e. Destination Interface set to "5G VN internal"). In the second step, PDRs installed at the UPF internal interface (i.e. Source Interface set to "5G VN internal") detect the packet and forward it to the respective 5G VN group member (via it's PDU Session, via N6 or via N19). The details of the PDR and FAR configuration are described in the following clauses.

For UEs belonging to the same 5G VN group and having PDU Sessions that correspond to N4 Sessions in the same PSA UPF, the following applies for traffic that is sent from one of these UEs to another one of these UEs using local switching: The incoming traffic for one PDU Session will match the corresponding N4 Session's PDR(s) of the source PDU Session (based on GTP-U header information). The traffic is then sent back to classification in that UPF (via the internal interface) and will match another N4 Session corresponding to the destination PDU Session (based on destination address in the PDU). The PDU is then forwarded to the target UE.

If 5G VN group members' PDU Sessions are served by different PSA UPFs and N19-based forwarding is applied, the SMF creates a group-level N4 Session with each involved UPF to enable N19-based forwarding and N6-based forwarding. When the traffic is then sent back to classification in that UPF (via the internal interface) it may match group-level N4 Session corresponding to the 5G VN group (based on destination address in the PDU or a default PDR rule with match-all packet filter). The PDU is then forwarded to N6 or to the UPF indicated in the group-level N4 Session via corresponding N19 tunnel. This enables the PDU to be sent to the target group member in the other UPF or to the device in the DN.

In the case of N19-based forwarding is not applied for a 5G VN group, group level N4 session is not required.

If more than one 5G VN group has to be supported in the PLMN, the N4 rule attribute Network Instance is used in addition to the UPF internal interface and set to a value representing the 5G VN group. This keeps the traffic of different 5G VN groups separate from each other and thus enables isolation of the 5G VN group communication during the packet detection and forwarding process. The SMF shall provide the PDRs and FARs related to the UPF internal interface as follows whenever more than one 5G VN group has to be supported in the PLMN:

-
The FAR with Destination Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.

-
The PDR with Source Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.

For Ethernet traffic on 5G-VN, the SMF acts as a central controller which is responsible for setting up the forwarding rules in the UPFs so that it avoids forwarding loops. The SMF becomes aware of the MAC addresses in use within a 5G VN group by the UPF's reporting of the MAC addresses. The SMF is responsible to react to topology changes in the Ethernet network. Local switching without SMF involvement is not specified for a 5G-VN when different PDU Sessions related with this 5G VN group may be served by a different PSA(s) connected over N19.

NOTE:
The mechanisms described above implies signalling on N4 Sessions related with a VN group each time a new MAC address is detected as used (or no more used) within a PDU Session related with this 5G VN group. Hence the usage of the solution defined in this release can raise signalling scalability issues for large VN groups with lots of devices (MAC addresses) served by PDU sessions related with this VN group. This scalability issue associated with the central controller (the SMF) does not exist with the model of integrated wireline IP/E-VPN solutions as documented in 5.8.2.13.4.
NEXT CHANGE
5.8.2.13.1
Support for unicast traffic forwarding of a 5G VN

For an Ethernet 5G-VN, unicast traffic may optionally use autonomous UPF forwarding based on MAC address learning (vs. PDR/FAR programmed by SMF) as described in 5.8.2.5.3.
Otherwise, to 
enable unicast traffic forwarding in a UPF based on PDR/FAR programmed by SMF, the following applies:

NEXT CHANGE

5.8.2.13.4
5G VN with integrated wireline IP/E-VPN solutions

5.8.2.13.0 through 5.8.2.13.3 document the 5G-specific group communication model for 5G-VN. Another model is treating 5G-VN PDU sessions as logical interfaces of a router (in case of IP PDU session) or a switch (in case of Ethernet PDU session) in the widely deployed wireline IP/E-VPN solutions [RFC4364, RFC7432/8365].

1. With this model, 5GS is responsible for establishing the 5G-VN PDU sessions and associating them with corresponding Network Instances, which are instantiated as IP/MAC VRFs (Virtual Routing and Forwarding Table) and/or Bridge Domains (BD) on routers/switches that also function as UPFs that anchor the PDU sessions. Once that is done, the learning/exchange of IP routes and MAC addresses, and traffic forwarding are autonomously handled by the UPF’s routing/switching functionalities (optionally with additional control from SMF; for example, SMF can still provide certain PDRs with FARs/URRs/QERs to specify filtering or autonomous forwarding with certain QoS and/or reporting requirements). Traffic arriving on an N3/N9 tunnel is associated with corresponding logical interface for further autonomous routing/switching handling after its incoming N3/N9 tunnel header is stripped off; for traffic to be routed/switched out of a logical interface that corresponds to a PDU session, the corresponding outgoing N3/N9 tunnel header is prepended.

This model has the following properties:

· If desired so, it is not required to have the same SMF for all PDU sessions of the same 5G-VN.
· Inter-UPF group communication is not via N19 and group-level N4 session is not needed.
· Inter-UPF group communication is via Provider Tunnels among IP/E-VPN PEs (Provider Edge) which could be either traditional wireline PEs or 5G UPFs supporting IP/E-VPN PE functionalities. These tunnels are not N19 tunnels but established per wireline IP/E-VPN procedures.
· Since existing IP/E-VPN solutions are used for 5G-VN, VN services can be provided seamlessly across wireline and wireless group members without any additional procedures, and all existing IP/E-VPN features (e.g. Extranet, Integrated Routing & Bridging, IEEE-compatible Ethernet services, Ethernet Multi-homing), optimizations (e.g. multicast/broadcast) and future enhancements can be applied directly to 5G-VN.
NEXT CHANGE
5.29.3
PDU Session management

Session management as defined for 5GS in clause 5.6 is applicable to 5G-LAN-type services with the following clarification and enhancement:

-
A UE gets access to 5G LAN-type services via a PDU Session of IP PDU Session type or Ethernet PDU Session type.

-
A PDU Session provides access to one and only one 5G VN group

-
For the first model of group communication as specified in 5.8.2.13.0 through 5.8.2.13.3, a dedicated SMF is responsible for all the PDU Sessions for communication of a certain 5G VN group and SMF selection is described in clause 6.3.2. For the second model of group communication as specified in 5.8.2.13.4, different SMFs may be used if desired so.
-
During PDU session establishment procedure, SMF retrieves UE subscriber data related to 5G-LAN type service from the UDM based on the DNN provided by the UE. In order to realize N19 traffic routing, SMF correlates the PDU sessions for the same DNN, corresponding to the 5G VN group.

-
For the first model of group communication as specified in 5.8.2.13.0 through 5.8.2.13.3, when generating the corresponding group-level N4 session rules, SMF creates the FAR and PDR based on the PDU session contexts of other group member UEs. SMF provisions the FAR and PDR for 5G VN communication to the UPF acting as PSA.

NOTE 1:
The network is configured so that the same SMF is always selected for a certain 5G VN group for the first model of group communication as specified in 5.8.2.13.0 through 5.8.2.13.3.

NOTE 2:
Having a dedicated SMF serving a 5G VN does not contradict that redundancy solutions can be used to achieve high availability.

-
A DNN is associated with a 5G VN group.
-
The UE provides a DNN associated with the 5G VN group to access the 5G LAN-type services for that 5G VN, using the PDU Session Establishment procedure described in TS 23.502 [3], clause 4.3.2.
-
During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in TS 23.502 [3], clause 4.3.2.3, may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G VN group. Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G VN group. There is no 5G VN group specific authentication or authorization defined.

-
The SM level subscription data for a DNN and S-NSSAI available in UDM, as described in clause 5.6.1, applies to a DNN associated to a 5G VN group.

-
Session management related policy control for a DNN as described in TS 23.502 [3], is applicable to a DNN associated to a 5G VN group. This includes also usage of URSP, for the UE to determine how to route outgoing traffic to a PDU Session for a DNN associated to a 5G VN group.

-
Session and service continuity SSC mode 1, SSC mode 2, and SSC mode 3 as described in clause 5.6.9 are applicable to N6-based traffic forwarding of 5G VN communication within the associated 5G VN group under the same SMF.

-
A PDU Session provides unicast, broadcast and multicast communication for a DNN associated to a 5G VN group. The PSA UPF determines whether the communication is for unicast, broadcast or multicast based on the destination address of the received data, and performs unicast, broadcast or multicast communication handling.

-
For the first model of group communication as specified in 5.8.2.13.0 through 5.8.2.13.3, in order to realize N19 traffic routing, SMF correlates PDU sessions established to the same 5G VN group (identified by the DNN for 5G LAN-type service) and uses this to configure the UPF with the group level N4-session including packet detection and forwarding rules for N19 tunnelling forwarding.

NEXT CHANGE
5.29.4
User Plane handling

User Plane management as defined for 5GS in clause 5.8 is applicable to 5G LAN-type services with the following clarifications:

-
For the first model of 5G VN communication documented in 5.8.2.13.0 through 5.8.2.13.3, there are three types of traffic forwarding methods for 5G VN communication:

-
N6-based, where the UL/DL traffic for the 5G VN communication is forwarded to/from the DN;

-
N19-based, where the UL/DL traffic for the 5G VN group communication is forwarded between PSA UPFs of different PDU sessions via N19. N19 is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G VN group.
-
Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G VN group.

· For the second model of 5G VN communication documented in 5.8.13.2.4, the SMF instructs the UPF to associate a PDU session with a Network Instance and autonomously route/switch traffic based on wireline IP/E-VPN procedures.
-
The SMF handles the user plane paths of the 5G VN group, including:

-
The SMF may prefer to select a single PSA UPF for as many PDU sessions (targeting the same 5G VN group) as possible, in order to implement local switch on the UPF.

-
Establishing N19 tunnels between PSA UPFs to support N19-based traffic forwarding for the first model of 5G VN communication documented in 5.8.2.13.0 through 5.8.2.13.3.

-
For Ethernet PDU Session, the SMF may instruct the UPF(s) classify frames based on VLAN tags, and to add and remove VLAN tags, on frames received and sent on N6, as described in clause 5.6.10.2.

NOTE 1:
For handling VLAN tags to traffic on N6, TSP ID could also be used as described in clause 6.2.2.6 of TS 23.503 [45].

Further description on User Plane management for 5G VN groups is available in clause 5.8.2.13.

When N6-based traffic forwarding is expected, after creation of a 5G VN group the AF can influence the traffic routing for all the members of the 5G VN group, by providing information identifying the traffic, DNAI(s) suitable for selection and an optional indication of traffic correlation together with a 5G VN External Group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7. If the optional indication of traffic correlation is provided, it means the PDU sessions of the 5G VN group member UEs should be correlated by a common DNAI in the user plane for the traffic. The PCF transforms the AF request into policies that apply to PDU Sessions of the 5G VN group and sends the policies to the SMF. According to the policies, the SMF (re)selects DNAI(s) for the PDU Sessions and configures their UP paths to route the traffic to the selected DNAI(s). If the policies include the traffic correlation indication, the SMF (re)selects a common DNAI for the PDU Sessions so that the traffic of the 5G VN group is routed to the common DNAI.

NOTE 2:
When receiving a new PDU session establishment request for a 5G VN group, to avoid unnecessary N19 tunnels between UPFs, SMF can check previously selected UPFs for the same 5G VN group , and decide whether a previously selected UPF could serve the requested PDU session.

The AF can influence the N6-based traffic forwarding for specific traffic flow(s) by providing Traffic Description information identifying the traffic, together with a 5G VN external group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7. The Traffic Description information contains the allowed address information for N6-based forwarding. The allowed address information may include one or more of the following:

-
Subnet address/mask(s);

-
VLAN ID(s);

-
MAC/IP address range or list;

-
Multicast/broadcast address(s).
The AF can also influence the N6-based traffic forwarding for traffic flow(s) with unknown destination address by providing the "match all" Traffic descriptor, an indication on whether to discard the traffic or route it via N6, together with a 5G VN external group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7.

The PCF transforms the AF request into PCC rules that apply to PDU Sessions of the 5G VN group and sends the PCC rules to the SMF. According to the PCC rules, the SMF generates and configures the N4 rules at group-level N4 Session to enable processing packets towards/from the DN. Furthermore, the SMF should decide to discard the traffic with unknown destination address or route it to N6 according to the indication for handling traffic with unknown destination address received in PCC rules or local policy.

NOTE 3:
For the first model of 5G VN communication documented in 5.8.2.13.0 through 5.8.2.13.3, the N19 tunnel(s) can be established between a new UPF and other UPF(s) that belongs to a 5G VN group when the new UPF is selected for the 5G VN group during PDU session establishment. The N19 tunnel(s) can be released during or after PDU session release when there is no more PDU sessions for a 5G VN group in that UPF. Establishment or release of the N19 tunnels at the UPF is performed within a group-level N4 Session.
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�This change is independent of 5.8.2.13.4 (i.e. autonomous UPF forwarding integrated with IP/E-VPN) – even if 5.8.2.13.4 is not adopted this change could still be adopted as it is already in existing 5.8.2.5.3 and we already allow the UPF autonomous forwarding method to be used for IP 5G-VN multicast (following IPTV 5WWC).


Ideally, unless 5.8.2.5 is intended for beyond 5G-VN it could be moved/merged into 5.8.2.13.1 through 5.8.2.13.3.


�This entire clause 5.8.2.13.4 is new





